HUONG DAN SU DUNG RESET MAT KHAU USB TOKEN

1. Huwéng din cai dit moi truwong truée khi siv dung phin mém
e Dé str dung hé théng nay, Quy khach vui long cai dit:
v Budc 1: Cai dit Java 6 hodc 7 voi hé diéu hanh 32 bits.

v" Budc 2: Str dung FirefoxPortable 4.0 dé thuc hién chuc nang Reset mat khau
USB.

e Download Firefox Portable 4.0 va tool config Java tai day

1.1. CaidatJava

Pé sir dung hé thdng nay, Quy khéch vui long cai dat Java 6 hodc Java 7 va
config Java theo huéng dan bén dudi (Trudng hgp may dang cai phién ban Java 8 trd
1én can g& phién ban nay).

e Buéde 1: Download tool config Java tai day. Giai nén file tai xudng dwoc thu muc
gom:

M ame

App
Data
Java B
Java 7
Other
== Configlava 1
j‘ FirefoxPortable 2
£ help
|%| pkes1 Twrapper.dll

e Burde 2: Click dap chudt vao file Config.Java (1), mot s6 truong hop s& hién thi man
hinh nhu sau.

(Chu y: Chay tap tin ndy v6i quyén Administrator. D6i véi Windows 7 hay Windows

Vista chon tip tin Configlava.exe, sau d6 nhidn chudt phai chon Run as
Administrator).
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http://viettel-ca.vn/uploads/file/download/21fc94b8c906e732c03601550be87f27310c58e0.rar
http://viettel-ca.vn/uploads/file/download/21fc94b8c906e732c03601550be87f27310c58e0.rar

=X

The publizher could not be verified. Are you sure you want to
run thiz software?

—= Marme: ..pztemprofilehDownloads\Firefox 4. 05Configl ava. exe
L!— Publizher. Unknown Publizher

Type:  Application

From: C:\WindowshSpetem32sconfighayztenprofilebDownl...

3 | Run | [ Cancel

| Always azk before apening this file

publisher. ou shauld anly run zaftware friam publishers oo bzt

r"ﬁl Thiz file does not have a valid digital signature that verifies its
k4 How can | decide what software bo run?

e Bude 3: Click Run(3) dé chay tool. Khi chay thanh cong nhan duoc théng bao nhu
sau.

Hoan thanh thiét 13p cau hinh Java.

Ok, |

1.2.  Sir dung trinh duyét Firefox Portable
e Tit c4c trinh duyét Web ding chay trén mdy tinh.
e Click chay Firefox Portable(2) trong file tai vé tai Cai dit Java — Budc 1 va thuc hién
churc nang.
2. Huéng din sir dung phan mém
Trudéc khi thuc hién reset mat khau USB trén Web, Quy khach vui long:
v/ Cam USB Token vao may tinh.

v' Khi may tinh nhan dugc USB Token thi phan mém Viettel Token Manager tu
dong bat Ién.

Luu y: Trong qua trinh thuc hién reset mat khau USB trén Web, Quy khach vui long
v' Khdng thao USB ra khoi may tinh va tat trinh duyét Web.
v' Kiém tra va dam bao két ndi gitra USB Token va may tinh thanh cong.
v' Chi dugc cdm vao may tinh mot USB Token duy nhit dé thuc hién reset mat

khau.

2.1.  Giri yéu chu reset mat khau USB Token
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Buwéc 1: Vao Web thong tin Viettel-CA (http://viettel-ca.vn), chon phan danh muc Hb
tro (1), sau d6 chon phan Reset mat khau USB Token (2) nhu man hinh bén dudéi.

Vit Vs 1
VIETTEL-CA ' , :
08 ORI T O T 53 VTR CA- Trang chw T tilx Mobde-CA  Bankplus-CA  Cénhdn  Doanhinghifp  Download

Reset mat khdu USB Token T T WA

Buéc 2: Chon Chirng thu sé doanh nghiép hoic chirng thw sé ca nhan

e Hién thi man hinh gui yéu cau dbi véi Quy khéch str dung chimg thu s doanh nghiép.

(Ui yéu céu Reset mat khau USB Token  Kidm tra k&t qua phé duyst

Loai chitng thw sé * @ Chiing thw s6 doanh nghiép @ Chibng thw sb ca nhan
M3 s6 thué =

S dién thoai lign hé *

S6 Serial USB *

USE Token * Chon USE Token E| Tim USE Token

Hé so ™
Browse..

G yEU cALu
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e Néu tich chon Chimg thu s6 ca nhan, hién thi man hinh guri yéu cau ddi véi Quy khach
sir dung Chung thu s6 c4 nhan.

Gl yBu c3u Reset mat khau USB Token  Kism tra k&t qua phé duyét
Loai chiing thw sd * @ Chikng thw sb doanh nghigp 8! Ching thw sb ca nhin

546 CMND/HC =
S dién thoai lien hé *
Sé Serial USB =

USB Token * Chon USE Taoken Tim USE Token

H *
Ho se Browse..

G yau cau
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Buéc 3: Nhap diy dii cac thong tin trong man hinh Giri yéu cau reset mat khau.

e M3 s6 thué hoic s6 CMND/HC cua Quy khach ding dé dang ky ching thu sd.
e S6 dién thoai lién h¢.

e S6 Serial USB duoc in trén USB Token (Chi can nhap 5 s cudi).

e Nhin nat “Tim USB Token” dé chon USB can reset

« Ho so la file Scan BBBG/Giéy chirng nhan CTS hoic Gidy phép KD déi voi doanh
nghiép hoic CMT, H9 chiéu vdi ca nhan can tai 1én theo dinh dang file .pdf, .doc,
.docx, .xls, .xIsx, .zip, .rar, .gif, .png, .jpeg, .jpg va c6 kich thudc khong qua 10MB.

Budée 4: Khi chon nut “Tim USB Token” hé thong s& hién thi mot s man hinh Canh
bao sau. Tiy vao phién ban Java cic thong bao c6 thé khac nhau, sau day 1a 2 trudng
hop thuong gap.

o Truwong hep 1:

- Néu hién thi yéu cau update Java nhu bén dudi = Tich chon vao
checkbox “Do not ask again until the next update is available”(1) va
chon “Late”(2)

| | | | Your Java version is out of date.

< Update (recommended)

Get the latest security update from java.com.

= Block

Block Java content from running in this browser session.

2 | & Later

Continue and you will be reminded to update again later.

1
Do not ask again until the next update is available.

- Néu hién thi Canh bao nhu bén dudi > Tich chon checkbox “I accept
the risk and want to run this app” (1), tich chon checkbox “Do not
show this again for this app” (2) va chon “Run”(3).
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Do you want to run this application? |

[ Your version of Java is out of date and an unsigned application from the
\u location below is requesting permission to run.
L ]

Location: http://10.61.67.243:8002 reset/applet/classes|

Running this application may be a security risk
[ Mare Infarmation

Select the box below, then click run ko start the application |

1 I accept the risk and want to run this app.

3 | Run

[ Update ][ Cancel ]

2 Du nokt show this again far this app

o Truwong hop 2:

- Néu hién thi man hinh nhu bén dudi > Tich chon checkbox “I accept

the risk and want to run this application”(1) va chon “Run”(2).

| Security Warning [ﬁj

Do you want to run this application?

' Publisher: LNKMOWN
J = Location:  http://10.61.67.243:8002

Running applications by UNKNOWHN publishers will be blocked in a future release because
it is potentially unsafe and a security risk.

Risk: This application will run with unrestricted access which may put your computer and personal information at risk.
The information provided is unreliable or unknown so it is recommended not to run this application unless you
are familiar with its source

This application will be blodked in a future Java security update because the JAR file manifest does not
contain the Permissions attribute. Please contact the Publisher for more information.

More Information

Select the box below, then click Run to start the application

1 I accept the risk and want to run this application. yl Run |

- Hién thi man hinh sau > Chon “Don’t Block”.
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Security Warning

Uky Block potentially unsafe components from being run?
Application: com.viettel. pkesl]. ResetU5BToken
Java has discovered application components that could indicate a security

concern. Contact the application vendor to ensure that it has not been tampered
with,

Black

[ Don't Block

I‘\!.JI The application centains both signed and unsigned code.
More information

- Hién thi man hinh x4c nhan cho chay ung dung = Chon “Run”
’ Security Warning I& |

Do you want to run this application?

An unsigned application from the location below is requesting permission to
runm.

Location: http://10.61.67.243:8002

Running unsigned applications like this will be blocked in a future release because it is
potentially unsafe and a security risk.
Mare Information

Click Cancel to stop this app or Run to allow it to continue,

Run ]| Cancel ||

Budée 5: Nhén niit Giri yéu ciu

e Sau khi dién ddy du cac thong tin, ngudi sir dung nhan nat: “Giri yéu cau” dé gii yéu
cau reset MK USB Token dén Viettel. Hé thong hién thi cira s6 théng bao guri yéu cau

thanh cong.

Hé théng a3 tiép nhan thanh céng yéu cdu Reset mat khau USB Token. Quy khach vui léng lién hé ting dai 19002008 42 dwoc hé tro phé
duyét yéu cau.
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Buéc 6: Ngwéi sir dung vui 1ong goi hotline 19008098 dé dwoc hd tro phé duyét
yéu céu,

Luwu y: Néu nhu sau 24h yéu cau reset mat khau caa Quy khéach chua dugc phé duyét
hodc da dugc CSKH phé duyét nhung Quy khach chua thuc hién reset mat khau thanh
cong thi yéu cau s& dugc chuyén vé trang thai qua han. Dé thuc hién reset mat khau,
Quy khéach vui long guri lai yéu cau.

2.2.  Kiém tra két qua phé duyét
Buéc 7: Kiém tra két qua phé duyét

Sau khi yéu cau duogc phé duyét, nguoi st dung thuc hién nhan nat “Kiém tra két qua

phé duyét”.

Luu y: Trong trudng hop Quy khach tit trinh duyét web thi Quy khach can phai nhap
lai day du va dang céc thong tin ctia yéu cau reset mat khau, sau d6 moi thuc hién nhan nut

“Kiém tra két qua phé duyét”.

Gl yéu cdu Reset mat khdu USB Token  Kidm tra k&t qua phé duyét

Loai ching thw sb * @ Chitng thwsd doanh nghiép @ Chivng thw s6 cé nhan
So CMND/HC * 112375958

Sa dign thoai lien hg = 0963513684

S Serial USB * B551H

Kiém tra két qua phé duygt

Heé thdng s& kiém tra cac thong tin nguoi sir dung da giri hé théng thanh cong va thong
tin tai man hinh kiém tra két qua phé duyét. Néu yéu cau da dugc phé duyét s& hién thi man
hinh sau.
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VIETTEL-Cﬂ

DOCH Vi CHUMG TH/C ol S0 VIETTEL €A Trangchd  Tin tic Mobile-CA Bankplus-CA  Cénhan Doanh nghiép Dowmnload

Reset mat khdu USB Token

G0 yéu ciu Reset mat khdu USB Token  Kidm tra k&t qua phé duyét

Reset mat khAu USB Token

U,
'
v §

Java

————

Luwu y: Trong mot s6 trudng hop, hé théng s& hién thi cic man hinh pop-up théng
bao khéc, Quy khéch can thyc hién nhu Bude 8:
Budre 8: Khi load man hinh Cap CTS hé théng co thé hién thi cic man hinh canh béo,

xac nhan tham khao Bwdc 4 trén phan Guri yéu cau reset mat khau.

Buwéc 9: Hé théng hién thi man hinh Chon USB Token nhu bén dudi.

VIETTEL-Cﬂ

DOCH VY NG T o) SVIETTEL €A Trangchd  Tin tic Mobile-CA Bankplus-CA  Cénhan Doanh nghiép Download

Reset mit khiu USB Token

GO yéu ciu Reset mat khdu USB Token  Kiém tra két qui phé duyét

r——— Reset mat khdu USB Token
Chon USB Token: i TimUSB

Reset mat khau
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2.3.  Chon USB Token dé reset mat khau

Buée 10: Chon USB Token dé reset MK

Khi click vao ndt “Tim USB” H¢ thong s& tim kiém cac USB Token nguoi sir dung

dang két ndi vao may tinh va hién thi trong muc “Chon USB Token”.

Hé théng tim thiy 1 USB.

Chon USB Token: |Token Viettel CA W3 Tim USB

Hé thing tim thay mdt USB Token Viettel CA.
Quy khach vui Idbng nhén nit "Reset mat khdu" dé thiee hién Reset mét
khau cua USB Token.

Ngudi sir dung chuyén sang thyuc hién Budc 11. Reset mat khau

Cac trwong hop khac xay ra

H¢ thong khong tim thdy USB Token

Chon USB Token:

Reset mat khau

H& thdng khéng tim thay USB Token Viettel CA nao. Quy khach vui
long kiém tra lai thiét bi

Véi truong hop nay, Quy khach thuc hién kiém tra lai két néi gitra USB Token va
may tinh, sau d6 nhén lai nat Tim USB.

H¢ théng tim thiy nhiéu USB Token

Chon USB Token: | Token Viettel CA V4 o [ Tmuss

Token Viettel CA V4
Token Viettel CA V3

TR TTRAL TR e

Quy khach vui 1dng chon USB Token Viettel CA cén Reset mat khau,
sau do nhan nit "Reset mat khau".

Véi truong hop nay, Quy khéach chon dung USB Token can duogc reset mat khau.

Huéng dan st dung Reset mat khau USB 10



Budéc 11: Nhin nit “Reset mat khau”.

Sau khi nhan nat Reset mat khau khoang sau mét vai phat, hé théng hién thi man
hinh pop-up théng béo reset mat khau thanh cong:

Reset mat khdu USB thanh céng. Qui khach vui 16ng sir dung phan mém Viettel Token Manager dé tién hanh i mat khau mdéi.

Nhan OK trén man hinh pop-up théng béo reset mat khau thanh céng, hé théng
hién thi man hinh thdng bao mat khau méi nhu bén dudi:

G0 yBu ciu Reset mat khdu USB Token  Kiém tra k&t qua phé duyat

Qua trinh Reset mat khau thanh céng. Quy khach vui 16ng siF dung phan mém Viettel-CA Token Manager dé thay
ddi mat khdu méi nhir sau: Zrz8GbGoDs

Budée 12: P6i mat khau.

Mo phan mém giao dién ciia USB Token 1a Viettel-CA Token Manager trong hinh
minh hoa la Viettel-CA Token Manager V4.

- ;rokenMg ager 0

-4} Cauhinh
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e Buge 12.1. Tiép theo chon Cau hinh

VIETTELCA » !
PG CO<EN OKEN MANAGER

1/

'DOAN VIEN THONG QUAN BOI
cl 1- T]@n Hiru Duc - My Binh - Tir Liém - Ha N&i - Viet Nam

El-6¥ C3u hinh

#9 B6i tén Token ~ Thay déi ma PIN

B Thay déi m3 F'II'-JI REEE

- Mé khéa m3 PIN

=% Chifng the' s6 M3 PIM mdi
 capnhat

XAc nhan ma3 PIN mdi

Ch&p nhan | Huiy ba |

Trong cira s6 Thay ddi ma PIN

Quy khéch str dung M PIN cii - chinh 12 ma PIN hé thdng reset mat khau hién thi
trén man hinh website (gom 10 ky tu), trong vi du 1a: Zrz8GbGoDs

GO yvéu cdu Reset mat khdu USB Token  Kiém tra két qua phé duyét

[ khach vui 16ng siF dung phan mém Viettel-CA Token Manager dé thay
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